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[image: ]Access Management User Guide (Users)
[image: ]The Access Management system was developed to increase security to the IFM and FMT applications. The new system was also developed to ease the user and administrator experience. 
Requesting a new account
· [image: ]New Users can request access from:
· The IFM login pop-up (Request Access link)   OR
· Directly from the Access Management web page
· [image: ][image: ]All fields on the ‘Request Access’ form are required before a request can be sent. 
· [image: ]Once a request is sent, users will have to wait for an Administrator to provide access to the system. The user will receive an email when access is granted, indicating the specific roles they were given and links to those applications. 
· Users will be required to agree to the Terms and Conditions indicated in the email. Upon agreement, will need to set a Password by clicking the ‘I Agree, Set Password’ link
· Users will be brought to the ‘Set Password’ page in Access Management. All passwords must follow the requirements laid out on the page.
[image: ]
· After setting a password, users will be able to log into the applications they have been given access to
Existing Accounts
· [image: ]Users who have existing accounts in the system from previous years can simply request to have their accounts Reactivated. This is also where users can come to request reactivation in the case of account lockout (password expired, account expired, password lockout). Users can request account Reactivation from: 
· The IFM login pop-up (Request Access link)    OR
· Directly from the Access Management main page 
· [image: ]Users receive an email when their account has been Reactivated by an Admin
[image: ][image: ]



Administrator provides Access
· In some cases user’s accounts are created by Access Management Administrators. The user will receive an email when their account has been activated, with the requirement to accept Terms and Conditions and change Password.
· [image: ]Users will need to follow the links to change their password (See above for details) 









Forgot Username
· To retrieve a Forgotten Username, users can:
· click on the ‘Forgot Username’ link on the IFM Login screen   OR
· click on the ‘Forgot my Password’ link directly from the Access Management page
· [image: ]Enter the email address associated with that username and an email will be sent with Username
[image: ][image: ]



[image: ]Reset Password
· [image: ]To retrieve a Forgotten Password, users can:
· click on the ‘Reset Password’ link on the IFM login  OR
· go directly to the User Management Reset password page  
· [image: ]The user will be prompted to enter your email associated with the account
· A link to the ‘Set Password’ page will be automatically emailed (same as noted above)
[image: ]





· [image: ]If an Admin resets your password, you will receive an email similar to the one below with access to reset your own password
· [image: ]In the final step, users must enter their username and new password twice. Their new Password must conform to the listed Requirements.






Password Expiry/ Locked Accounts
· Accounts can be locked out in the following situations:
1. Failed Password max: Attempting to login unsuccessfully 3+ times will lock a user account out
· In this situation, the user must reset their password. This can be done so by clicking the ‘Reset Password’ link from the IFM Login page or on the Access Management home page
2. Password has expired: For security reasons, after a pre-determined amount of time; passwords will expire and need to be reactivated.
· In this situation, users are again required to reset their password[image: ]
3. Account Expiry:  For security reasons, after a pre-determined amount of time (e.g. the end of a fire season) accounts will be expired and need to be reactivated. 
· In this situation, users must request to have their account reactivated (request access) and an Admin will need to provide access once again
                                           [image: ]

Logging in to Access Management
· Users can log in directly to the Access Management webpage to view their account information. The information is not editable, but the user does have the ability to change their password. Other account edits (eg: email address, username, Full Name, Roles & access) will have to be requested through an IFM Administrator.
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, AJ Luns,

You have been granted access to WIIN.

Your usemanme is ajlunny.

Your account has been granted the following privileges:

« As a Acceptance WIIN Read-Wiite User, you have been granted full access to all functions of WIIN
« As a Acceptance FMT User, you have been granted access to view Fire Manager's Toolkit

By clicking the box below, | do hereby agree to the following terms and conditions:

= User Access is by individual and to not share my account
= To not release information contained in logs or report without the authorization and verfication from Fire Management
= To use the program s intended for fire reporting / cost reporting and statistical analysis

| Agree.
Set Password
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Hi, AJ Luns,

You have been granted access to WIIN.

Your usemanme is ajlunny.

1. Your account has been granted the following privileges:

« As a Production WIIN/FMT/AMS Read-Write User, you have been granted full access to all functions of WIIN, Fire Managers
Toolkt. and AMS.

« Asa Acceptance WIIN/FMT/AMS Read-Wiite User. you have been granted full access to all functions of WIIN and Fire Manager's
Toolkit

2. By clicking the box below, | do hereby agree to the following terms and condtions

= User Access is by individual and to not share my account
= To not release information contained in logs or report without the authorization and verfication from Fire Management
= To use the program s intended for fire reporting / cost reporting and statistical analysis

| Agree.
Set Password
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Your usemarme is: zjlunny
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5 support@selkirksystems.com 11:16 AM (0 minutes ago)
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AJ Luns,
A password reset has been requested for your account. Please click on the button below to proceed.

Your usemarme is: zjlunny

Reset Password

If a link above doesn' work, please copy and paste the URL into a browser,
http:/Jwin-accessmanagement selkirksystems com/public/set-password?token=eSdc6fa62a696ef 16c0ba3db883fdc5da125acch
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